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tionThe se
urity of an information system 
onsists to ensure the 
on�dentiality, theintegrity and the disponibility of this system. Among the me
anisms used inorder to se
ure an information system, we 
an distinguish prevention systemslike autenti�
ation, a

ess 
ontrol and �rewalls.However, these me
anisms are not su�
ient to prote
t systems againts at-ta
ks. In fa
t, information systems have several vulnerabilities whi
h 
orrespondto di�erent error of 
on
eption, implementation or 
on�guration, whi
h enableatta
kers to exe
ute their intrusions and bypass prevention me
anims.Intrusion dete
tion [And80℄ is a �eld of se
urity aims at dete
ting atta
ksagaints the 
onsidered system. However, intrusion dete
tion su�ers from 
er-tain problems. Indeed, 
ertain atta
ks are not dete
te
. Besides, some alerts aregenerated while they do not 
orrespond to any real atta
k.On the other hand, 
ooperative intrusion dete
tion, whi
h implies severalintrusions dete
tion systems (IDS) and other analysers su
h as network map-ping systems and vulnerability s
aners, o�er numerous advantages. Indeed, itgives a global vision, and thus 
omplementary points of view. However, giventhat the systems used in 
ooperation are not totally reliable, usually 
on�i
stappear. Thus, it is very important to resolve this 
on�i
ts in order to exploitthis 
ooperation.In this paper, we present a new 
orelation approa
h in a 
ooperative intrusiondete
tion 
ontext. This approa
h enables to 
orrelate information generated fromdi�erent systems, in order to redu
e the number of alerts, in parti
ular falsepositives.The idea of this approa
h is to reason, without trivialisation, from infor-mation generated from several systems used in the dete
tion pro
ess. Besides,given that information used in intrusion dete
tion are very stru
tured (usuallyexpressed in XML), we propose to represent them using des
ription logi
s, whi
hare very appropriate to represent su
h information. Morever, these logi
s are de-
idable.



2 A brief refresher on des
ription logi
sDes
ription logi
s (DLs) are a family of knowledge representation languageswhi
h enable to represent the knowledge of an appli
ation domain in a stru
turedand formally well-understood way.From a prati
al point of view, des
ription logi
s are used in several appli-
ations in many domains like semanti
 web, information retreival, mede
ine,natural language, databases, et
.A DL knowledge base in
ludes two 
omponents : a TBOX an ABOX. TheTBOX (terminologi
al box) introdu
es the terminology, i.e., the vo
avulary ogthe domain of the appli
ation. As to the ABOX, it 
ontains assertions withrespe
t to instan
es in terms of this vo
abulary.The vo
abulary is a set of 
on
epts, whi
h denote sets of individuals, androle whi
h refer to binary relations between instan
es.The des
ription logi
 AL (for Attribuitive Langage) has been introdu
ed in[SSS91℄ as the des
ription logi
 the least expressive havin a interest in pra
ti
e.The des
ription of 
on
epts in AL are generated by the following synta
ti
 rule:
C,D → A | ( atomi
 
on
etp)

⊤ | ( universal 
on
ept)
⊥ | (
on
ept bottom)
¬A | (atomi
 negation)
C ⊓D | (interse
tion)
∀R.C | (restri
tion of values)
∃R.⊤Other logi
s, more expressive, 
an be de�ned by adding other 
onstru
teursnamely� Union, denoted by C ⊔D and interpreted by

(C ⊔D)I = CI ∪DI .� the 
omplete existial quanti�
ation, denoted by ∃R.C and interpreted by :
(∃R.C)I = {a ∈ ∆I |∃b, (a, b) ∈ RI ∧ b ∈ CI}.� number restri
tions denoted by ≥ nR (restri
tion at least) and ≤ nR (re-stri
tion at most) where n is an integer :
(≥ nR)I = {a ∈ ∆I : |{b|(a, b) ∈ RI}| ≥ n},and
(≤ nR)I = {a ∈ ∆I : |{b|(a, b) ∈ RI}| ≤ n}.� The negation of general 
on
epts denoted by ¬C :

(¬C)I = ∆I − (C)I .



3 Representing information in intrusion dete
tion in DLsIn intrusion dete
tion, information are very stru
tured. Usually, they are rep-resented in XML. For instan
e, the alert format IDMEF (for Intrusion Dete
-tion Message Ex
hange Format) des
ribes alerts in XML. The same thing holdswith respe
t to OVAL (Open Vulnerability and Assessment Language). How-ever, XML is limited to a syntaxi
 representation. Sin
e, this latter is devoid ofsemanti
s, a logi
al formalisme is needed. In this 
ase, the propositional logi
is not very appropriate, sin
e it does not permit to represent the informatin ina stru
tured manner, where the ne
essity to go beyond this log
 in terms ofexpressivity.We propose thus to 
onsider a fragment of the logi
 of �rst order, namelydes
rption logi
s. Le 
hoi
e of su
h logi
s is motivated by the fa
t that su
h logi
sare 
onvenient to represent stru
tured informations. Also, they are de
idable.Moreover, a
tually, we have a
tually a good number of des
ription logi
s whi
hvary in terms of expressivity, and for whi
h the 
omplexity of reasoning are wellstudied. Besides, several reasonners DL have been proposed su
h as FACT ++.Most of these reasonners use very sophisti
ated optimisation te
hni
s. In fa
t,these reasoners are e�
ient in pra
tise, namely with respe
t to real life problems.Information needed to our approa
h imply �rsly the alerts generated by theIDS. For the representation of alerts, we relied on the des
pription of alerts a
-
ording to IDMEF, whi
h is widely used in intrusion dete
tion. We need also
ontextual information like the topology and 
artography. For this last point,we relied on the model M4D4 [MMDD09℄. Lastly, our appro
h requires the de-s
ription of vulnerabilities. In this 
ase, we have partially used the model M4D4,while 
onsidering other sour
es of des
ription of vulnerabilities, in parti
ularOVAL.3.1 Representing IDMEF in des
ription logi
sL'IDMEF (for Instrusion Dete
tion Message Ex
hange Format) is an alert for-mat proposed by the group IDWG (Intrusion Dete
tion Working Group). It isa format implemented in XML. A detailed des
ription of this format is pro-vided by the RFC 47651. In parti
ular, an alert in IDMEF admits the following
ara
teristi
s :� Identi�er� CreateTime� Dete
tTime� AnalyserTime� Analyser� Sour
e� Target� Classi�
ation1 http://www.ietf.org/rf
/rf
4765.txt



� Assessement� AdditionalDataWe propose to represent the vo
abulary of IDMEF in des
ription logi
s. Forthis sake, we use a TBOX whi
h 
ontains de�nition axiom as well as in
lusionaxioms.For instan
e, the 
on
ept of an alert is given by �gure 1. Su
h an axiommeans that an alert admits a unique identi�er whi
h is a string, a unique �eld'dete
ttime of type time, a unique �eld 
reatetime of type time, and at most aunique �eld of type time. Moreover, to an alert, we 
an asso
iate a sour
e (resp.target) or many. Besides, an alert has a unique 
lassi�
ation, at most a �ledassessment and a �led additional data.
Alert ⊑ ∀messageId.String ⊓ = 1 messageId ⊓

∀hasCreateTime.Time ⊓ = 1 hasCreateTime ⊓
∀hasDete
tTime.Time ⊓ ≤ 1 hasDete
tTime ⊓
∀hasAnalyserTime.Time ⊓ ≤ 1 hasAnalyserTime ⊓
∀hasAnalyser.Analyser ⊓ = 1 hasAnalyser ⊓
∀hasSour
e.Sour
e ⊓
∀hasTarget.Target ⊓
∀hasClassifi
ation.Classifi
ation ⊓ = 1 hasClassifi
ation ⊓
∀hasAssessement.Assessment ⊓ ≤ 1 hasAssessment ⊓
∀hasAdditionalData.AdditionalDataFig. 1. Con
ept AlertLet us 
onsider for instan
e �gure 2 whi
h des
ribes an alert in the IDMEFformat. This example is 
omes from RFC 4765 2 of IDMEF. The des
ription ofthis example in des
ription logi
 generates an ABOX whi
h 
ontains the follow-ing assertions :� Di�erent 
on
epts

• Alert(ALR1)
• Analyser(ANL1)
• Source(SRC1)
• Target(TRG1)
• Classification(CLS1)
• Node(NOD1)
• Node(NOD2)
• Node(NOD3)
• Reference(RFC1)
• Address(ADR1)
• Address(ADR2)� The alert2 http://www.ietf.org/rf
/rf
4765.txt



Fig. 2. Exemple d'alerte
• messageId(ALR1, "ab
123456789")
• hasCreateTime(ALR1, 2000-03-09T10:01:25.93464-05:00)
• hasAnalyzer(ALR1, ANL1)
• hasSour
e(ALR1, SRC1)
• hasTarget(ALR1, TRG1)
• hasClassifi
ation(ALR1, CLS1)� The analyser
• analyzerId(ANL1, "hq-dmz-analyzer01")
• hasNode(ANL1, NOD1)� The node N1
• 
ategory(NOD1,"dns")
• lo
ation(NOD1,"Headquarters DMZ Network")
• name(NOD1,analyzer01.example.
om)� The sour
e
• hasNode(SRC1,NOD2)
• hasIdent(SRC1, a1b2
3d4-002)� The node N2



• hasIdent(NOD2,"a1b2
3d4-001")
• 
ategory(NOD2,"dns")
• name(NOD1,badguy.example.net)
• hasAddress(NOD2, ADR1)� The adress ADR1
• hasIdent(ADR1,"a1b2
3d4-002")
• 
ategory(ADR1,"ipv4-net-mask")
• address(ADR1,192.0.2.50)
• netmask(ADR1, 255.255.255.255)� The node N3
• hasIdent(NOD3,"d1
2b3a4")
• 
ategory(NOD3,"dns")
• hasAddress(NOD3, ADR2)� The target
• hasIdent(TRG1,"d1
2b3a4")
• hasNode(TRG1,NOD3)� The address ADR2
• 
ategory(ADR2,"ipv4-addr-hex")
• address(ADR2,0xde796f70)� The 
lassi�
ation
• text(CLS1,"Teardrop dete
ted")
• hasReferen
e(CLS1,RFC1)� The referen
e
• origin(RFC1, "bugtraqid")
• name(RFC1,124)
• url(RFC, http://www.se
urityfo
us.
om/bid/124)3.2 TopologyDes
ribing the topology enables for example to dedu
e if an IDS is 
apable dodete
t an alert. The topology 
on
ern the nodes as well as their inter
onnexions.In the model M4D4, we 
onsider that ea
h network has a unique address. Wetraslate this information in DLs in the following manner :Network ⊑ ∀netaddress.String ⊓ = 1 netaddressThe node represent any ma
hine 
onne
ted to the network. A node has anaddress and belongs to a network.Node ⊑ ∀nodeaddress.String ⊓ = 1 nodeaddress ⊓

∀ hasNodeNet.NetworkGateways are parti
ular nodes whose obje
tive is to 
onne
t networks. Clearly,a gateway belongs to more than one network.Gateway ⊑ Node ⊓ > 1 hasNodeNetNode ⊓ ¬Gateway ⊑ = 1 hasNodeNet



The gateways whi
h are dire
tely a

essible by a node are designated by :Node ⊑ ∀ hasNodeGateway.Gateway ⊓
∀ hasNodeSystemname.String ⊓ = 1 hasNodeSystemnameLastly, a node 
an be 
ara
tezid by its system name :Node ⊑ ∀ hasNodeSystemName.String ⊓ = 1 hasNodeSystemName3.3 Cartography in DLA

ording to the model M4D4, a produ
t is 
hara
terized by a unique name, aunique version, a unique type and a unique ar
hire
ture. In des
riptions logi
s,this 
orresponds to the following 
on
ept produ
t :Software ⊑ ∀softwareName.String ⊓ = 1 softwareName ⊓
∀softwareVersion.String ⊓ = 1 softwareVersion ⊓
∀softwareType.String ⊓ = 1 softwareType ⊓
∀softwareAr
hite
ture.String ⊓ = 1 softwareAr
hite
ture ⊓A node hosts a produ
t :Node ⊑ ∀ hosts.SoftwareA pro
ess is a produ
t ex
e
uted by a user.Pro
ess ⊑ ∀hasSoftware.Software ⊓ = 1 hasProdu
t ⊓

∀hasUser.User ⊓ = 1 hasUserA servi
e is a pro
ess whi
h listens on a port :Servi
e ⊑ ∀hasPro
ess.Pro
ess ⊓ = 1 hasPro
ess ⊓
∀port.Integer ⊓ = 1 port3.4 Les vulnérabilités en DLsGenerally, a vulnerability is 
hara
terized by its severity, the a

ess level requiredto exploit, its 
onsequen
es and its publi
ation date.Vulnerability⊑ ∀severity.{high,medium, low}

∀ requires.{remote, local, user}
∀ losstype.{confidentiality, integrity, availibality, privilege_escalation}
∀published.Date



In the model M4D4, we 
onsider that a vulnerability simply a�e
ts a listof produ
ts. This list is 
alled 
on�guration. Besides, the 
hara
teristi
s of vul-nerabilities 
an be extra
ted from several sour
es. For example, the databaseNVD3 (National Vulnerability Database),the data base OSVDB4 Open Sour
eVulnerability Database as well as the projet OVAL5 (Open Vulnerability andAssesment Language) are independant initiative whi
h aim at stru
turing infor-mation related to vulnerabilities.By analysing these sour
es, in parti
ular OVAL whi
h is a standard, we haveobserbed that the fa
t that a node is a�e
ted by a vulnerability 
onsists generallyto 
he
k more 
omplexe logi
al 
onditions, whi
h imply 
onjun
tion, disjun
tionand negatation. For instan
e, let us 
onsider the des
ription (a

ording to OVAL)of the vulnerability CVE-2008-0082 given by �gure 3. In this des
ription, we
learly see that the 
ondition of the vulnerability is given under the form of a
omplex logi
al formula.

Fig. 3. Vulnérabilité CVE-2008-0082Therefore, the notion of 
on�guration proposed in M4D4 is not su�
ient inorder to des
ribe a vulnerability. We propose thus to take advantage of othersour
es.So, the fa
t that a ma
hine is for instan
e vulnerable with respe
t to CVE-2008-0082 is des
ribed as follows :
∃vulnerableT o.(∃hasReference.CVE − 2008 − 0082) ⊑
(∃host.(∃hasName.WindowsMessenger4.7) ⊓
∃host.((∃hasName.msgsc.dll)⊓ (∃hasV ersion. ≤ 4.7.0.3002)))⊔
(∃host.(∃hasName.WindowsMessenger5.1) ⊓
∃host.((∃hasName.msgsc.dll)⊓ (∃hasV ersion. ≤ 5.1.0.715)))3 http://nvd.nist.gov/4 http://www.osvdb.org5 http://oval.mitre.org/



4 A Refresher on the Inferen
e from Partially PreorderedBelief Bases4.1 Inferen
e from Totally Preordered Belief BasesWe �rst re
all some popular inferen
e relations from totally preordered beliefbases, namely the lexi
ographi
 inferen
e [BDC+93,Leh95℄, the in
lusion infer-en
e [Bre89℄ and the possibilisti
 inferen
e [DLP94℄.Let (Σ,≤) be a totally preordered belief base where Σ is a set of formulaeand ≤ is a total preorder re�e
ting the priority relation that exists between theseformulae. (Σ,≤) 
an be viewed as a strati�ed belief base Σ = S1∪· · ·∪Sm su
hthat the formulae in Si have the same level of priority and have a higher prioritythan those in Sj with j > i.De�nition 1. Let A,B ∈ Cons(Σ).� A is lexi
ographi
ally preferred to B, denoted by A <lex B, i� ∃i, 1 ≤ i ≤
m su
h that |Si ∩A| > |Si ∩B| 6 and ∀j, j < i, |Sj ∩B| = |Sj ∩A|.� A is preferred to B with respe
t to the in
lusion preferen
e, denoted by
A <incl B, i� ∃i, 1 ≤ i ≤ m su
h that (Si ∩ B) ⊂ (Si ∩ A) and ∀j, j < i,
(Sj ∩B) = (Sj ∩A).Let Lex(Σ,≤) (resp. Incl(Σ,≤)) denote the set of all the preferred 
onsis-tent subbases of Σ with respe
t to <lex (resp. <incl), namely Lex(Σ,≤) =

Min(Cons(Σ), <lex) and Incl(Σ,≤) = Min(Cons(Σ), <incl). Then,De�nition 2. Let ψ be a formula.� ψ is said to be a lexi
ographi
 
onsequen
e of Σ, denoted by Σ ⊢lex ψ, i�
∀B ∈ Lex(Σ,≤) : B |= ψ.� ψ is said to be an in
lusion 
onsequen
e of Σ, denoted by Σ ⊢incl ψ, i�
∀B ∈ Incl(Σ,≤) : B |= ψ.As to the possibilisti
 inferen
e, it is de�ned byDe�nition 3. A formula ψ is a possibilisti
 
onsequen
e of (Σ,≤), denoted by

(Σ,≤) |=pos ψ, i� (
⋃s−1

i=1 Si) |= ψ, where s is the smallest index su
h that ⋃s

i=1 Siis in
onsistent. If ⋃m

i=1 Si is 
onsistent then (Σ,≤) |=pos ψ i� (
⋃m

i=1 Si) |= ψ.Let Lex, In
l and Pos denote the de
ision problems respe
tively asso-
iated with ⊢lex, ⊢incl and ⊢pos. Then, it has been shown that Lex is ∆p
2-
omplete [CLSS98℄, In
l is Πp

2 -
omplete [Neb91℄ and Pos is ∆p
2[O(log n)]-
omplete [Neb98℄. Moreover, the possibilisti
 inferen
e is more 
autious than thein
lusion inferen
e whi
h is itself more 
autious than the lexi
ographi
 inferen
e[BDC+93℄.6 |A| denotes the number of formulae of A.



4.2 Inferen
e Relations from Partially Preordered Belief BasesA number of inferen
e relations from partially preordered belief bases have beende�ned by extending the inferen
e relations from totally preordered belief basesre
alled in the previous se
tion. Then, the 
ompatible-based lexi
ographi
 in-feren
e [YBL+08℄ and the partial binary lexi
ographi
 inferen
e [YBL+08℄ ex-tend the lexi
ographi
 inferen
e. Both the demo
rati
 inferen
e [CRS92℄ and the
ompatible-based in
lusion inferen
e and also by the weak possibilisti
 inferen
e[BLP04℄.Before sket
hing these inferen
e relations, let us re
all the notion of totallypreordered belief bases 
ompatible with a given partially preordered belief base
(Σ,�) [BLP04℄. Intuitively, a totally preordered belief base (Σ,≤) is said tobe 
ompatible with a (Σ,�) i� the total preorder ≤ extends or 
ompletes thepartial preorder �. More formally: 1) ∀ϕ, φ ∈ Σ : if ϕ � φ then ϕ ≤ φ and 2)
∀ϕ, φ ∈ Σ : if ϕ ≺ φ then ϕ < φ.We denote by Comp(Σ,�) the set of all the totally preordered belief bases
ompatible with (Σ,�).1. Compatible-based Lexi
ographi
 Inferen
e: This inferen
e, denotedhere by Cmp-lexi
ographi
 inferen
e, is based on the idea of totally preordered
ompatible belief bases [YBL+08℄.De�nition 4. Let B ∈ Cons(Σ). B is said to be Cmp-lexi
ographi
ally pre-ferred i� there exists a totally preordered base (Σ,≤) 
ompatible with (Σ,�)su
h that B is lexi
ographi
ally preferred in (Σ,≤).Let CmpLex(Σ,�) denote the set of all the Cmp- lexi
ographi
ally preferred
onsistent subbases: CmpLex(Σ,�) =

⋃
(Σ,≤)∈Comp(Σ,�)Lex(Σ,≤). Then, aformula ψ is said to be a Cmp-lexi
ographi
 
on
lusion of (Σ,�), denoted by

(Σ,�) 

cmp
lex ψ, i�

∀B ∈ CmpLex(Σ,�), B |= ψ.2. Partial Binary Lexi
ographi
 Inferen
e: The idea of this inferen
e whi
hwill be denoted by P-lexi
ographi
 inferen
e is to 
ompare dire
tly two 
onsistentsubbases [YBL+08℄. First, Σ is partitioned as follows Σ = E1 ∪ . . .∪En (n ≥ 1)su
h that:� ∀i, 1 ≤ i ≤ n, we have ∀ϕ,ϕ′ ∈ Ei: ϕ ≈ ϕ′,� ∀i, 1 ≤ i ≤ n, ∀j, 1 ≤ j ≤ n with i 6= j, we have ∀ϕ ∈ Ei, ∀ϕ′ ∈ Ej : ϕ 6≈ ϕ′.So, ea
h subset Ei represents an equivalen
e 
lass of Σ with respe
t to ≈. Then,a preferen
e relation between two equivalen
e 
lasses Ei and Ej , denoted by ≺s,is de�ned by: Ei ≺s Ej i� ∃ϕ ∈ Ei, ∃ϕ′ ∈ Ej su
h that ϕ ≺ ϕ′. One 
an easily seethat this partition is a generalization of the idea of strati�
ation asso
iated withtotally preordered belief bases. Now, the P-lexi
ographi
 preferen
e between two
onsistent subbases of a partially preordered belief base (Σ,�), denoted by �p
lex,is de�ned as follows:



De�nition 5. Let A,B ∈ Cons(Σ). Then, A is said to be P-lexi
ographi
allypreferred to B, denoted by A �p
lex B, i� ∀i, 1 ≤ i ≤ n : if |Ei ∩ B| > |Ei ∩ A|then ∃j, 1 ≤ j ≤ n su
h that |Ej ∩A| > |Ej ∩B| and Ej ≺s Ei.Let PLex(Σ,�) = Min((Σ,�),≺p

lex). Then, a formula ψ is a P-lexi
ographi

on
lusion of (Σ,�), denoted by (Σ,�) 

p
lex ψ, i�

∀B ∈ PLex(Σ,�) : B |= ψ.3. Demo
rati
 Inferen
e: The demo
rati
 inferen
e [CRS92℄ is based on thefollowing preferen
e:De�nition 6. Let A,B ∈ Cons(Σ). Then, A is said to be demo
rati
ally pre-ferred to B, denoted by A ≺demo B, i� ∀b ∈ B/A, ∃a ∈ A/B su
h that a ≺ b.Let Demo(Σ,�) = Min(Cons(Σ,�),≺demo) denote the set of all the demo-
rati
ally preferred 
onsistent subbases of (Σ,�). Then, a formula ψ is said tobe a demo
rati
 
on
lusion of (Σ,�), denoted by (Σ,�) 
demo ψ, i�
∀B ∈ Demo(Σ,�), B |= ψ.4. Compatible-based In
lusion Inferen
e: This inferen
e, denoted here byCmp-in
lusion inferen
e, is also based on the notion of 
ompatible totally pre-ordered belief bases [JB89℄.De�nition 7. A ∈ Cons(Σ) is said to be a Cmp-in
lusion preferred subbase i�there exists a 
ompatible (Σ,≤) su
h that A ∈ Incl(Σ,≤).Let CmpIncl denote the set of all the Cmp-in
lusion preferred subbases.Then,

(Σ,�) 

cmp
incl ψ i� ∀B ∈ CmpIncl(Σ,≤), B |= ψ.5. Strong and Weak Possibilisti
 Inferen
es: The 
orresponding preferen
erelations are de�ned as follows [BLP04℄.De�nition 8. Let A,B ∈ Cons(Σ). Then,� A is preferred to B with respe
t to the strong possibilisti
 preferen
e, denotedby A ≺s

pos B, i� ∃b /∈ B su
h that ∀a /∈ A, b ≺ a.� A is preferred to B with respe
t to the weak possibilisti
 preferen
e, denotedby A ≺w
pos B i� ∀a /∈ A, ∃b /∈ B su
h that b ≺ a.Let Poss(Σ,�) and Posw(Σ,�) denote respe
tively Min((Σ,�),≺s

pos) and
Min((Σ,�),≺w

pos). Then,� (Σ,�) 

s
pos ψ i� ∀B ∈ Poss(Σ,�), B |= ψ� (Σ,�) 

w
pos ψ i� ∀B ∈ Posw(Σ,�), B |= ψ.



5 A new 
orrelation approa
h based on management ofin
onsisten
yThe 
orrelation approa
h we propose is situated in the 
ontext of a 
ooperativeintrusion dete
tion. The idea is to have a global vision and several points ofview whi
h 
an be 
omplementary. Moreover, we 
onsider for the atta
ks wh
ihexploit vulnerabilities, a des
ription base of vulnerabilities in order to verify towhat extent an atta
k has been really exte
uted, in the sense that the presen
eof a vulnerability reinfor
e the presen
e of an atta
k.Besides, it is well known that analysers used in intrusion dete
tion are nottotally reliable. Indeed, for the IDS, the false positive. Conseuqletely, the 
oop-eration in this 
ase 
an easily generate 
on�i
ts. For instan
e, un IDS generatesan alert about an atta
k whi
h exploits a vulnerability while a mapping systemsays that the target is not vulnerable. Another example is an IDS generates analert while an another IDS, whi
h is 
apable to dete
t su
h an alert does not.We propose then to manage these 
on�i
ts using a logi
al approa
h of in
on-sisten
y tolerant reasoning. In parti
ular, we 
onsider the 
ontext of partiallypreordered belief bases. In fa
t, in intrusion dete
tion, some analysers are 
om-parable between them. However, other analysers are not : 
omparing an IDS andinformation generated by a mapping analyser is meaningless.So, the input of our approa
h are ;� the alerts generatd by the di�erent IDS,� the topology and the 
artography� vulnerabilitiesThe output is a partially preorderd belief base. More pre
isely, a belief baseexpressed in des
ription logi
s. Then, by applying an inferen
e relation frompartially preordered belief base a

ording to the pruden
e required by the se
u-rity operetor, we determine the plausibility that a given ma
hine is the target ofan alert or not. In the 
ase where we �nd that this atta
k is not plausible, the
orresponding atta
k is droped whi
h redu
es the number of alerts to handle.6 Use 
aseLet us illustrate the previous appro
h with a simple use 
ase. We 
onsider anintrusion dete
tion system where are implied two IDS IA and IB in addition toa mapping system S. Let us suppose that IA has the same reliability of IB . Inaddition, these two IDS are in
omparable with respe
t to the netwotk mapping
S. Let us suppose the following situation :� IA generated an alert about an atta
k A whose the name is �NETBIOSDCERPC ISystemA
tivator bind attempt� againt the ma
hine M .

A1 : hasName(A,′′NETBIOS DCERPC ISystemActivator bind attempt′′)

⊓ attackedBy(M,A).



� IB did not generate an alert with respe
t to the atta
k A againt the ma
hine
M .

A2 : ¬attackedBy(M,A). (1)� A

ording to S, the ma
hine M hosts Mi
rosoft Windows NT as well as thepat
h Pat
h Q823980.
A3 : hasName(S1,

′′MicrosoftWindowsNT ′′) ⊓ host(M,S1)

⊓ hasName(S2,
′′ PatchQ823980′′) ⊓ host(M,S2).� Besides, we know that a

ording to Snort do
umentationalert t
p EXTERNAL_NET any -> HOME_NET 135 ("msg:NETBIOSDCERPC ISystemA
tivator bind attempt"; �ow:to_server,established;
ontent:"|05|"; distan
e:0; within:1; 
ontent:"|0b|"; distan
e:1; within:1; byte_test:1,&,1,0,relative;
ontent:"|A0 01 00 00 00 00 00 00 C0 00 00 00 00 00 00 46|"; distan
e:29;within:16; referen
e:
ve,CAN-2003-0352; 
lasstype:attempted-admin; sid:2192;rev:1;)that A exploits the vulnerability CVE 2003-0352.

T1 : ∃attackedBy.(∃hasName.NETBIOSDCERPCISystemActivatorbindattempt)

⊑ ∃vulnerableT o.(∃hasReference.CVE2003 − 0352)� Lastly, a

ording to OVAL, a ma
hine is vulnerable with respe
t to à CVE2003-0352 if and only if is 
he
ks the following 
onditions :
• it hosts Mi
rosoft Windows NT.
• it does not host Pat
h Q823980.
• the version of rp
ss.dll on this ma
hine is < 4.0.1381.7224.

T2 : ∃vulnerableT o.(∃hasReference.CVE2003 − 0352) ⊑
∃host.(∃hasName.MicrosoftWindowsNT ) ⊓
¬∃host.(∃hasName.Patch Q823980) ⊓
∃host.((∃hasName.rpcss.dl) ⊓ (∃hasV ersion. ≤ 4.0.1381.7224))So, we obtain a belief base partially preordred ((T,A),�) su
h that :� T = {T1, T2},� A = {A1, A2, A3}.The partial preorder � on this base is des
ribed by �gure 4.First of all, the maximal 
onsistent subbases 
ontaining 
ertain information

T1 and T2 are A et B su
h that :� A = {T1, T2, A2, A3},� B = {T1, T2, A1}.One 
an easily see that A ≺plex B whi
h implies that p-lexi
ographi
 in-feren
e from (T,A) is equivalent to 
lassi
al inferen
e from A. Consequently,we dedu
e ¬attackedBy(M,A) : (T,A) ⊢plex attackedBy(M,A) whi
h is intu-itively expe
ted. So, the 
orresponding alert 
an be removed. This 
an redu
ethe number of alerts whi
h 
an be analysed by the se
urity operator.



T1 ≈ T2

A1 ≈ A2 A3Fig. 4. � over (T, A)7 Con
lusionIn this arti
le, we given a DL representation of information in intrusion dete
tionlike IDMEF and M4D4. Moreover, we have shown the pertinen
e of reasoning inpresen
e of in
oheren
e, in parti
ular, from partially preordered belief bases, in
ooperative intrusion dete
tion. We have thus proposed a new logi
al 
orrelationapproa
h where information are represented in des
ription logi
s. This approa
his paramtrized by an inferen
e relation from partially preorderd belief bases.Sin
e theses relations di�er essentially with respe
t to their pruden
e, we letsu
h a 
hoi
e to the se
urity opertaor.Referen
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