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Abstract—Existing alert correlation either require a large a very simple form of Bayesian networks [2], [3] called naive
amount of expert knowledge or use simple similarity measur® Bayes [4]. Bayesian networks have been used for intrusion
which are not enough to detect complex attacks. In this paper getaction and for alert correlation. However, as it will be

We propose a new modeling of alert correlation problems base detailed in related works section, our approach has several
on naive Bayes. Our modeling only needs a small part of expert ’ PP

knowledge. It takes advantage of available historical datato important advantages with respect to existing works, eaftgc
provide efficient algorithms to predicting coordinated attacks. regarding the amount of explicit expert knowledge needed fo
In fact, our approach does not need to make explicit scenar® handling correlation problems.

nor the set of actions involved in scenarios. We have evalued We have illustrated our approach on the well know
our approach using an experimentation, which is done on a rda , .
dataset. The experimentation shows how to detect severe atks DARPA2000 dataset, and we have easily detected the sce-
and how to exhibit alerts (with low severity) that contribute to  nario. However, the dataset is simulated and it's far from th

perform them. Moreover, a comparison between our approach real word. In this paper, we present an in depth experimenta-

and CART is provided with the experimentation. tion in order to evaluated our modeling in a real environment
Keywords: intrusion detection, alert correlation, attack pre- The experimentation is done on a real dataset, and has. (;_18
diction, naive Bayes, CART. goal to shows how to detect severe attacks and how to exhibit

alerts (with low severity) that contribute to perform thefn.

comparison between our approach and CART is also provided
Intrusion Detection Systems (IDSs) are usually consideragth this experimentation.

to be a second line of defense to protect against maliciousThe rest of this paper is organized as follows. Section

activities. They have the function of analyzing events op presents a refresh on our approach. Section 3 presents

monitored systems and of reporting alerts when suspiciottg experimentation. Section 4 compares our approach with

events occur. Current IDS usually focus on low-level atsackespect to existing works.

or anomalies. They process alerts individually withoutsidn

|I. INTRODUCTION

ering logical connections that may exist between them. The || A REFRESH ON OUR APPROACH TO DETECTING
output of IDS is then a set of alerts reporting elementary COORDINATED ATTACKS
attacks.

In some situations, intruders may use complex attacksThe purpose of our approach is to learn, from observation
to achieve their objectives. Often, they perform series bistory, relationships between alerts that contributecitieve
actions (elementary attacks) in a predefined sequencedcaintrusion objectives under the form of scenarios. We have
“scenario” or “attack plan”. Most of these actions are répdr proposed to use Bayesian networks to predict intrusion ob-
by IDS but the logical relationships between these actioas gectives. More precisely, we use naive Bayes to encode the
not detected by standard tools. In fact, network admirtistsa influence of each action on intrusion objectives by commutin
are usually constrained to analyze and to detect attacks pl@@nditional probability distributions from observatioistory.
manually using their own knowledge. Accordingly, they ar®nce probability distributions on different nodes of naive
often overwhelmed by an important volume of alerts, witBayes are computed, this model can be used to predict whether
some uncertainty whether these alerts correspond or notatintrusion objective may occur or not, according to a phirti
real attacks, and whether they correspond to isolated recti®bservation of actions.
or belong to some complex scenarios. In such situations, theéDur approach does not need to determine preconditions
goal of alert correlation is to provide a correlation tool. and postconditions associated with actions. It allowsatlye

Many alert correlation approaches have been proposed in iredicting the most plausible intrusion objectives usingila
literature but most of these approaches require a large mmoable observation history. In fact, we are not interested in
of expert knowledge (such as a more or less explicit repréetermining the exact order in which a set of actions has been
sentation of scenarios) or fail to detect coordinated k#taln executed in order to achieve a given intrusion objective. We
[1], we have proposed a new modeling of alert correlatioh thare more interested to determining which actions that may be
does not require a large amount of knowledge. It is based iomolved (whatever is the order) in intrusion objectivesd a



tool that predicts, on-line, whether an intrusion objeztimay
be compromised or not.

Our approach includes tree main steps :

Algorithm 1: Data preprocessing

Data: Observation history
Result: Table of vectors;
1) Data preprocessing:to prepare the training of naive begin
Bayes representing intrusion scenarios, we need to appig so Gather all intrusion objectives into a single class called
preprocessing on observed events. Data contain a set &f aler | OPiectives-Intrusion”,
. . . . Assign to each objective a number from 1 to N (add 0 to
that reports executed actions and information about imtrus

s . represent no objective);
objectives (whether they have been compromised or not). | for each hostdo

These actions are candidates for being variables of Bayesia Sort observed actions chronologically;

networks, if there are relevant to intrusion objectives. Split observed actions into groups, according to a given
We first gather all observed objectives into a single class ;,fwggoc\:\éjgfc:;\%ei’s observed inside a winden

called “Objectives-Intrusion” and we assign to each olject Move this window to the left until it ends on this

a number from 1 toV, where N represents the number of objective;

possible objectives. We add to this class the number zero Label each subgroup by the number corresponding to the

to represent the normal traffic. Then, we sort chronological L observed objective;

observed alerts and we split them into subgroups, according| Merge vectors in a single table;

to a given time window 1/ 1, W2, W3, etc.)(figure 1), deter- end

mined experimentally (from few minutes to two hours). These

windows depend on intrusion objectives and representmie ti  2) Construction of naive Bayeswe construct one naive
required to achieve them. They are crucial to determineehe 8ayes for each objective. The reason is that intrusion ob-
of actions involved in scenarios. jectives are not exclusive. It may happen that two different

If an objective is observed inside a window, we move thig{rusion objectivesO1 and O2 to be simultaneously com-
window to the left until it ends on this objective (figure 3)Promised, namely(O1) = P(02) = 1. By defining one
We do this in order to ensure that all actions involved in eaditiVe Bayes per intrusion objective, it is possible to repne
intrusion objective are present in a single window. Progegd SUch situation. However, if only one naive Bayes is used and
in this way produce an overlapping with the previous windowf there are N objectives which are compromised, we cannot

Hence, some actions may be considered in two windolgpresent such situation because the probability will bildd

simultaneously. For example, in figure 2, action 4 will bQVer several objectives. Consequently, it will [:1>roduce angr

considered on both windows/’1 and W2. Window W1 Probability of each objective, namely(0;) = . _
contains a normal data whil&2 contains an attack plan (since NOW, on the basis of this observation, we need to modify
at the end ofi’2 an objective is compromised). So accordir;%“ghﬂy Table 1, by splitting it in several tables. Each of
to the observation frequency of action 4 on normal or abnbrrfd€Mm concemns only a same intrusion objective. More pricise
traffic, we can determine if action 4 is suspicious or nottlyas fOr €ach objective, we replace its number in the column
we label each subgroup by a number corresponding to tifabjectives” by “true” and the other intrusion objectiveg b

observed intrusion objective. “false”. Thus, we obtain a table for each intrusion objeetiv
(Table 2).
Actiony | Actions | ... | Actiony | Objectives Actiony | Actions | ... | Actiony | O1
Wi | true false ... | true 0 Wi | true false v | true false
Wa | false false o | true 1 Wy | false false e | true true
Ws | false false e | true 0 Ws | false false v | true false
Wi | false false e | true 0 Wa | false false v | true false
TABLE | TABLE Il
PREPROCESSED DATA PREPROCESSED DATA FOR INTRUSION OBJECTIVE@1

.. Data allow us to estimate parameters. This can be done by
Table 1 shows a sample preprocessed data. The value “tryesimple frequency calculation. However, when an attribute

means that_ the_action/objective has been observed on {A&,e does not occur together with a given class value, it
corresponding window. produces a zero estimate f@(A|C). This is problematic,
Note that observations concern all hosts on the monitorsithce it will produce a wrong probabilities when they are
network. Hence we have to apply the data preprocessing pnadltiplied. To overcome this problem, we use the Laplace
cedure described below for each host individually and mergstimator. Given a predefined factpyif there areN matches
results in a single table. The data preprocessing procaduref n instance for ak” value problem, Laplace estimates the
summarized in Algorithm 1. probability as(N + f)/(n + kf). For two valued problem
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Fig. 2. Data preprocessing (b)

with f = 1, we obtain the well-known Laplace of successiosides of the timeout. The prediction procedure is summarize
(N+1)/(n+2) [5]. in Algorithm 3.

Namely, once observations (alerts) are obtained and fermat
ted as in Table 2, we have to compute the probability distri-
bution for each variable using Laplace estimator. The naiveData: Observed actions

Bayes construction procedure is summarized in Algorithm 2. Result: Prediction of intrusion objectives ;
Define timeout;

Algorithm 3: Objective prediction

Algorithm 2: Naive Bayes construction Define timeof fset;
procedure [prediction] ;
Data: Table of vectors begin
Result: Naive Bayes; while (true) do
begin t= timeout;
for each intrusion objectivelo while (t) do
Replace its number in table of vectors by “true” and others if an action A is observethen
by “false”; for (Objective O =0, to O,) do
Compute parameters for the corresponding naive Bayes ; if Influence(A,0) = Positivéhen

| Focus in this intrusion objective;

if Influence(A,O) = Criticalthen
| The objectiveO is highly expected;

end

3) Intrusion objective prediction:The goal of prediction
(inference) is to estimate the values of hidden nodes, given L -
values of observed ones. In our context, the predictionisbns g
of computing the new probability of intrusion objectivesei begin
some observed actions. N = Integerfimeout/timeof f set);

During the detection phase, we first define some timeout | for (th =110 V) do
_and we W_ait for repo_rted alerts. Then_, each new alert will gi';gmae?rﬁsé?é' and call tiediction procedure:
induce evidence setting on each naive Bayes. According
to the influence of this action on intrusion objectives, the end
probability of each objective will increase or decreaseteAf
evidence setting, we verify the new probability. If it exdee 1. EXPERIMENTATION
the threshold, an alarm is generated or we proceed to an
appropriate countermeasure. Otherwise, we wait for thé nexIn this section we evaluate our approach with a real dataset
alert. After timeout, if no probability exceeds the threlsho which contains an important volume of alerts reported durin
we can confirm that no attack plan is running. Then, we cletiiree months of network monitoring. In the first subsection,
all evidences and we restart the detection phase. we explain how our approach can be used to monitor and

The timeout is equal to the time window used in th@redict severe attacks. In the second subsection, we Hescri
preprocessing step. Note that in the detection phase, the dataset. In the last subsection we present the restthe of
prediction is done using several overlapped timeout, whigperimentation, and we compare results to to a commercial
are separated with some time offset. We do this because @aa mining tool.
cannot determine when an attack scenario begins. Using a
single timeout, an intrusion objective can be spread on botHThanks to French national project PLACID for providing usisulata.




A. Attacks severity Bayes. This consislis on applyiélg the clahssificatign mednmnfi
. . : L naive Bayes. Like training dataset, the test datasetss fir
IDS can assign aseyenty o an_act|0n repre_sentmg_lts Itnp(ﬁeprocesseyd and evaluate% using naive Bayes to construct
on systems. Some actions may just collect information abaltset of windows. In fact, we format test dataset for each
systems such as Probe actions. Other actions may altensystaaive Bayes separately. For a given naive Bayes (naive Bayes
with different severity levels (usually low, medium and ig constructed for some severe attack), each window may ¢ontai
level). Actions with low and medium severity alter systemd!€ S€vere attack, as it may contain a normal traffic. Then, we

. .y . assify each window by setting all observed actions intldte
without really compromising them. However, in presence Q?\H)indow in the naive Bayes and we infer the new probability of

severe actions there is a high probability that systems eantRe severe attack. According to the new observed probgabilit
compromised. In the following, we define a severity class age decide if the window should contain the severe attack br no
(P(class) > threshold). And according to the real content
Severity = {low, medium, high} (1) of window, we distinguish 4 situations represented under a
o ) matrix of confusion. This matrix contains 4 cells, wherelcel
In some applications, severe attacks are not isolated gndh), (2,2), (1,2) and (2,1) correspond to true positive)(T
may be prepared by attacks with low severity. These attadkse negative (TN), false positive (FP) and false negafihé)(

(with low severity) can be viewed as actions that are needekgpectively. The evaluation of the classification efficiers
to be executed before achieving severe attacks based on thdercent of Correct ClassificatiofPCC) which
. . . : . can be computed as following:
Using our approach, we aim to provide a mechanism tha
help security operators filter alerts by differentiatingvibeen _ TP+TN
h - ) ) PCC (2)
low and high-severity alerts. The proposed mechanism will TP+TN+FP+FN
allow security operators to focus on severe attacks and®n th o N
subset of low-severity alerts that contribute to perforemthin  Table 3 (left table) shows the classification efficiency of ou
fact, what plays a role of intrusion objective is severecktsa approach. It shows that most of naive Bayes have classified
and what plays a role of actions are attacks with low arf@rrectly the severe attack according to observed actimis.

medium severity. confirms the assumption that severe attacks may be influenced
o by low and medium observed actions. Another way to show the
B. Dataset description classification efficiency of our approach is to group the whol

the dataset contains more than one million alerts that tepelassified windows into two classes corresponding to normal
observation of more than two hundreds types of attacks. Tigd abnormal traffic, where abnormal traffic corresponds to
important volume of alerts confirms the problem of alertgindows classified containing a severe attack and normal
flooding, which make security operators incapable to inspdeaffic correspond to windows classified containing a normal
each alert. Most of reported alerts does not represent a riaffic. Tables 4 (left table) present the confusion matr a
threat for monitored systems (attack with low severity)t biihe classification efficiency of our approach.
security operators can not simply analysis severe attactts a Table 4 (left table) shows 96.86% of PCC which represents
ignore the rest. Our aim is to show that some severe attag@od classification efficiency for our approach. Moreover, o
may be prepared by attacks with low severity. Then, we willpproach presents a reasonable rate of false negativelaad fa
use this property to reduce the volume of alerts and pres@asitive (13.19% and 2.92% respectively).
to security operators a reasonable number of alert thartepo Let's now compare results obtained with our approach to
the real relevant attack set. Namely, we present to the isgcugn other classification approach. We have opted to compare
operator not only severe attacks but also attacks with low @ur approach to the commercial tool CARTWe have tested
medium severities that contribute to the realization ofesev CART with the same dataset and the PCC of detecting each
attacks. severe attack is presented in table 3 (right table). Reshtis/

The dataset contains 62.95%, 31.07% and 5.98% of actithat our approach presents a better PCC for the majority of
with low, medium and high severity, respectively. It will besevere attacks. In general, there are a significant diféeren
splitted into two parts. The first part contains two monthgetween our approach and CART, more than 5% (e.g attacks
of network traffic and will be used for training phase. Thé.5,8,9,11,13, etc). However, CART is some time slightly
second part contains one month of network traffic and willetter (e.g attacks 1,2 and 6) with a difference less than 5%.
be used for test phase. Training dataset contains 23 severé&able 4 present a global comparison between our approach
attacks and more than 400 monitored hosts. Many hosts argl CART. The global PCC confirm that our approach is better
only concerned by a few severe attacks and some hosts arethad CART with 7% of difference. However, in term of false
concerned by any severe attack. After preprocessing iginnegative and false positive, our approach miss much more
dataset, with two hours as a window time (section 4.1), waitacks than CART (13.19% against 7.06%) but it generate a
have obtained 23 naive Bayes (a naive Bayes per sevégw false positive than CART (2.92% against 10.76%). Note

attack). that our approach is parametrized with a threshold equal to
_ 50%, which is not necessarily the better compromise between
C. Evaluation false positive and false negative. It's possible to deadhs

in this section, we present the results of detecting severe a
tacks contained in the test dataset using different leana@a 2CART is a commercial Data mining tool based on decision tree



Attack ID (snort) | PCC Attack ID (snort) | PCC

1 1002 98.95% 1 1002 99.8%

2 1091 98.35% 2 1091 99.28%

3 1243 97.5% 3 1243 100%

4 1250 98.49% 4 1250 89.86%

5 1256 97.38% 5 1256 70.49%

6 1391 97.96% 6 1391 99.93%

7 1497 89.22% 7 1497 93.09%

8 1807 96.26% 8 1807 84.26%

9 2002 93.4% 9 2002 80.54%

10 2123 100% 10 2123 88.08%

11 2183 94.15% 11 2183 86.22%

12 2229 98.03% 12 2229 90.52%

13 2329 100% 13 2329 100%

14 2436 85.17% 14 2436 84.26%

15 2518 99.47% 15 2518 90.53%

16 2589 100% 16 2589 100%

17 2590 86.4% 17 2590 81.96%

18 3461 99.87% 18 3461 77.59%

19 3665 99.74% 19 3665 90.59%

20 3656 98.16% 20 3656 90.59%

21 3714 97.5% 21 3714 87.58%

22 7070 99.8% 22 7070 94.67%

23 7978 99.21% 23 7978 81.67%

TABLE Il
PCCOF OUR APPROACH VSCART
PCC False negative rat¢ False positive rate PCC False negative rat¢ False positive ratel
96.86% 13.19% 2.92% 89.32% 7.06% 10.76%
TABLE IV
CLASSIFICATION EFFICIENCY OF OUR APPROACH VEART
false negative by decreasing the threshold, but false ipesit IV. RELATED WORKS
will certainly increase. Bayesian networks have been used in many applications
. . including intrusion detection [10], [11], [12], [13], [14]

D. Discussion However, few works have applied Bayesian network to alert

To evaluate our approach on a real environment, we haserrelation [15], [16]. In fact, the few existing works that
used a real dataset in this experiment. We have adapted apply Bayesian methods to detect coordinated attacksreequi
approach to detect severe attacks, where some severesattegRert knowledge that the scenario (under the form of attack
may be prepared by low-severity attacks. Experimentatiti®ees) to be previously defined. In our approach such explici
results confirm that most of severe attacks can be expectegresentation of scenario is not required, and even we tlo no
according to reported low-severity attacks, as it is shown fequire to explicitly determining the set of actions invedvin
table 3. Clearly, our approach was able to predict and detécscenario. Everything is obtained from observations histo
most of severe attacks. This section compares our approach with respect to existing

We have also compare our approach to the commerci¥®rks, according to different criteria:
data mining tool CART. Results show that the classification 1) Approaches using Bayesian network in intrusion
accuracy of our approach is better than CART. However, detection : Bayesian networks have been introduced
we need to modify the default threshold and find a good in intrusion detection area by several researchers. For
compromise between false negative and false positive ewhil instance they have been used as Classifier for anomaly
preserving a good PCC (more than 90%). and misuse detection [11], [17], [18], [13], [14]. They

Our approach have several advantages. Firstly, it does not have also been used for cybercrime detection [10],
require a large amount of expert knowledge. It does not plan recognition [15], [16], distributed and multi-agent

require specifying preconditions and postconditions dibas intrusion detection system [19], [12], [20], etc.

comparing to approaches given in [6], [7], [8], nor an explic Abouzakhar et al [10] have proposed a Bayesian learning
representation of attack scenarios such as in [9]. Secpitdly networks approach to cybercrime detection, in order to
takes advantage of available data by training attack swenar detect distributed network attacks as early as possible.
from historical observations. Lastly, the prediction isddn Ben Amor et al [17] have proposed a comparative study

real time, since the inference in naive Bayes can be achieved of using decision trees and naive Bayes as classifier to
efficiently in a linear time. differentiate between normal and abnormal connections.



2)

Axelsson [11] has proposed an interactive detection
system based on simple Bayesian statistics combined
with visualization component, in order to counteract
the low detection rate and high rate of false alarms.
His approach is based on the principle of Bayesian
filtering like Spam filtering in Email. It allows system
to differentiate between normal and malicious access. 3)
In [20] Scott has described a paradigm for designing
network intrusion detection systems based on stochastic
models. The principle is to base intrusion detection sys-
tems on stochastic models of user and intruder behavior
combined using Bayes theorem.

Most recently, Gowdia et al [12] have developed a prob-
abilistic agent-based intrusion detection system. This
system is a cooperative agent architecture in which au-
tonomous agents can perform specific intrusion detection
tasks and also collaborate with other agents by sharing
its beliefs on the same shared Bayesian network.
Clearly all the above approaches have been defined for
intrusion detection purposes and not for alert correlation
In particular, the input of all of these systems is not
a set of alerts. The following subsection positions our
work with some approaches that use Bayesian Network
in alert correlation.

Approaches using Bayesian network in alert corre-
lation : All above works apply Bayesian networks to
intrusion detection, but none of the cited works use
Bayesian networks to detect coordinated attacks. Now,
among existing works using Bayesian network, the one
of Qin and Lee [16] is close to our approach.

Qin and Lee [16] have proposed an approach for attack
plans recognition and prediction using causal networks.
In this approach, authors use attack trees to define
attack plan libraries for correlating isolated alerts. yrhe
then convert attack trees into causal networks on which
they can assign probability distribution by incorporating
domain knowledge to evaluate the likelihood of attack
goals and predict future attacks.

Most recently [21], Frigault et al have proposed
Bayesian network-based graph approach to measure
network security. They first interpret a given attack graph
as a Bayesian network (this attack graph is supposed
obtained by an automatic tool), then they combine indi-
vidual CVSS (Common Vulnerability Scoring System)
[22] scores using their causal relationship. Lastly they
integrate the effect of temporal scores of CVSS to derive
a final measurement of security.

Clearly, the main difference with our approach is that
attack graph should be explicitly defined by an expert
in [16] or provided by an automatic external tool [21],
which in our approach it is obtained automatically (we
even do not determine a priori the set of actions involved
in attack scenarios). This is an important advantage of
our approach. Our approach is easier to implement and
does not need a large amount of expert knowledge.
Analyst has just to determine intrusion objectives to

protect and labels when these objectives have been
compromised in the observation history. Moreover, our
approach implicitly filters false alarms by focusing on
relevant actions. Namely, every alert that do not con-
tribute to compromise an intrusion objective will be
considered as irrelevant.

Amount of expert knowledge and approaches based

on preconditions and postconditions: Several re-
searchers have proposed several mechanisms based on
preconditions and postconditions [6], [8], [7]. Templeton
[8] et al have proposed the language JIGSAW for
describing attack components in terms of capabilities
and concepts (in this worlkgreconditioncorrespond to
requiresand postconditioncorrespond tgrovides.
Cuppens et al [6] have used preconditions and postcondi-
tions of actions to implicitly construct attack scenarios.
However, this mechanism requires a large amount of
expert knowledge to define the preconditions and post-
conditions associated with each action. Moreover, in [6]
when some actions are not observed, some virtual alerts
are produced. This increases the number of possible
scenarios, and the weighted alert correlation proposed
in [23] only limits consequences of this explosion of
high number of scenarios.

In parallel to Cuppens works, a similar approach has
been proposed by Ning and Cui [7].

The major weakness of alert correlation methods based
on precondition and postcondition mechanisms is that
these mechanisms involve a large amount of expert
knowledge for defining preconditions and postconditions
associated with attacks. For instance, in [6], [7], it
is required to provide for each action, that may be
executed by systems and users, the preconditions and
postconditions of this action. This is not always realistic
and clearly needs a large amount of expert knowledge.
It is clearly difficult to ask an expert to give precondi-
tions and postconditions of all actions of systems, and
it is simply impossible to models users own actions.
In our two case studies, it is possible to model the
DDoS scenarios with preconditions and postconditions
approach, however it is hard to apply precondition and
postcondition method to the second case study.

In addition, the detection of coordinated actions is
very sensitive on the way actions are modeled. A non-
necessary condition added to preconditions or postcon-
ditions of an action often change the result of correlation
and generally produce additional scenarios. For example,
suppose that in a given scenario, the next step expected
to be executed is to get a root access on system. It is clear
that many actions may attempt to get a root access on
systems, which give many new variants of first scenario.
Similarly, forgetting conditions may leads to a missing
of some plausible scenarios. Indeed, a scenario, due to
missing conditions, may be viewed as two separate and
independent scenarios.

Clearly our approach allows detecting coordinated at-



tacks without requiring a large amount of expert knowl16] Xinzhou Qin and Wenke Lee. Attack plan recognition anddiction
edge. using causal networks. IACSAC pages 370-379, 2004.
[17] Nahla Ben Amor, Salem Benferhat, and Zied Elouedi. Ndiayes vs
decision trees in intrusion detection systems.SWG pages 420-424,
V. CONCLUSION 2004,

. . . . ] Dae-Ki Kang, Doug Fuller, and Vasant Honavar. Learnitassifiers for
In this paper, we have shown with an experimentation, h(J\’\? misuse and anomaly detection using a bag of system callsseptation.

our approach can be easily used to detect severe attacks onin IEEE Workshop on Information Assurance and Securiages 118—
the base of observed low-severity alerts. In some appbicati 125, 2005.

. - : Daniel J. Burroughs, Linda F. Wilson, and George V. Qe Analysis
alerts of hlgh severity are not isolated, and may be prepar[é?j of distributed intrusion detection systems using bayesithods. In

by alerts of low severity. These alerts (of low severity) can  21th IEEE International Conference on Performance, Cofingutand
be viewed as actions that are needed to be executed before Communicationspages 329-334, 2002.

Lo . ; ; [20] L. S. Scott. A bayesian paradigm for designing intrasidetection
aCh'eV'ng hlgh severe attacks. This prObIem 1S clearlytedla systems. InComputational Statistics & Data Analysipages 69-83.

to alert correlation, where intrusion objectives corregpto Elsevier, 2004.
high severe attacks. This implicitly reduce the number &¥1] M. Frigault and L. Wang. Measuring network securityngsibayesian

- . . network-based attack graph. Brd IEEE International Workshop on
alerts by focusing on high severe attacks. More precisely, o Security 2008.

approach determines the most plausible high severe attagk$ common vulnerability scoring system, http://wwwficsg/cvss/.
and actions that contribute to execute them. Actions that t#3] Salem Benferhat, Fabien Autrel, and Frédéric CupperEnhanced
not contribute to the presence of high severe attacks can be iggfll""?tgmzbnogn intrusion detection process. NMM-ACNS pages
considered as irrelevant alerts. T
Our modeling has the advantage to make alerts correlation
more easily thanks to simplicity and efficiency of naive Baye
It takes advantage of available data and only need a small
part of expert knowledge. Contrary to existing approaches,
relationships between attacks are not explicitly provided
experts but are learned automatically from observed data.
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